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Vulnerability of Deep Learning Model

© Imperceptible adversarial attacks can fool Deep Convolutional
Neural Networks with high confidence.
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“How are you?” X001

“Open the door”

Figure 3: Adversarial examples of image and
audio (Gong et al., 2018)
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@ Adversarial examples could also attack physical world in 2D and 3D

(@) Image from dataset  (b) Clean image

et al., 2018)

(©Adv.image,c =4 (@ Adv. image,c = 8

Figure 4: Adversarial examples 2D print (Kurakin

M classified as turtle

M classified as rifle
B classified as other
et al., 2018b)

Figure 5: Adversarial examples 3D print (Athalye
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Adversarial Examples in Healthcare

The United States spent approximately $3.3 trillion (17.8% of GDP) on
healthcare in 2016. One study estimated medical fraud to be as high as
$272 billion in 2011 (Finlayson et al., 2018).
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Figure 6: Adversarial examples on medical images (Finlayson et al., 2018)
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The anatomy of an adversarial attack

Demonstration of how adversarial attacks against various medical Al systems might be
executed without requiring any overtly fraudulent misrepresentation of the data.

Original image Adversarial noise Adversarial example
. | | . = .
Dermatoscopic image of a benign Perturbation computed Combined image of nevus and
melanocylic nevus, along with the by a common adversarial altack perturbation and the
diagnoslic probability computed allack lechnique. diagnaostic probabilities from
by adeep neural network. See (7) for details. Lhe same deepneural network.
Benign | Benign
Malignant N | 14 igrant
Mode! confidence /,_\ Madel confidence
Adversarial
rotation (8)

Diagnosis: Benign Malignant

The patient has a history of Adversarial The patient has a history of

back pain text 9) lumbago i

abuse and has - and ntly

been seenin several... has been seen in several...
Opioid abuse risk: High Opioid abuse risk: Low

2777 Metabolic syndrome 4010 Benign essential hypertension

4299 Heart disease, unspecified Adversarial 2720 Hypercholesterolemia

27800 Obesity, unspecified coding (13) 2722 Hyperglyceridemia

—_— 4299 Heart disease, unspecified

Reimbursement: Denied Reimbursement: Approved

Figure 7: Adversarial examples on medical image, text and coding (Finlayson et al., 2019)
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Definition of Adversarial Attack

© Given a trained deep learning model f and an original input data
sample x, generating an adversarial example x’ can generally be
described as a box-constrained optimization problem:

minllx — x|,

st. f(x')=¢,
f(x)=c, (1)
 #c,
x €[0,1]

The distance d||.|| between x — x” denotes the perturbation added
on natural image x.

@ The goal of attack is to fool the model and thus misclassify the
labels.

Yuan Du (University of Central Florida) How Does Adversarial Attack Work? Definition of Adversarial Attack
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Types of Adversarial Attack

Target Model

Constrained optimization,
Gradient Optimization,
Estimated decision boundary,

— 00|
Evolution Strategies. Black-hex attack

Attack stratezy

Figure 8: Adversarial example generation and adversarial attack process (Hongshuo Liang et al., 2022)

© White-box attack: The attacker has complete knowledge of the target model
including model training process and weights. It's a stronger attack than
black-box attack.

@ Black-box attack: The attacker assumes no knowledge of the target model.
One category of black-box attacks allows probing the deployed target models
with queries. This setup is more commonly known as quer)é-base% attack.

Yuan Du (University of Central Florida)
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An untargeted white-box intends to increase the loss function with
bounded perturbation distance € to generate adversarial examples x’:

argmax L(fy(x + 8), y) (2)
SEA

where A is the e-ball in the /,-norm.

The common option of perturbation distance are /,-norm ¢ ball and
h-norm ¢ ball around x, where ¢ > 0.

Yuan Du (University of Central Florida) How Does Adversarial Attack Work? Types of Adversarial Attack
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Let € is the parameters of a model, L(, x,y) be the cost used to train
the neural network.

e First generation attack - Fast Gradient Sign Method (FGSM)
(lan J Goodfellow et al., 2014) :

x + € sign(ViL(0, x, y)) (3)
e Adaptive attack - Projected Gradient Descent (PGD) (Madry et al.,

2017) on the negative loss function:

X" = Proj, s(x" + a sign(Vx:L(6, x%, y))) (4)

Yuan Du (University of Central Florida) How Does Adversarial Attack Work? Types of Adversarial Attack



July 28th, 2022

More recent stronger adaptive attacks

@ Expectation Over Transformation (EOT) aims to constrain the
expected effective distance between the adversarial t(x’) and original
inputs t(x) instead of x’ — x. PGD is used to iteratively generate
the adversarial example by updating the gradient:

ViErolf (T = Ergo [V (T(x))] (5)

@ Backward Pass Differentiable Approximation (BPDA) can be applied
on non-differential network where gradients are not readily available:

vx f(g(X))|X:;< = v>< f(X)Ix:g(k) (6)

where g(-) is neither smooth nor differentiable and can't be
backpropagated through to generate adversarial examples.

Yuan Du (University of Central Florida) How Does Adversarial Attack Work? Types of Adversarial Attack
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Types of Adversarial Defense

@ Adversarial Purification (AP): a process that remove/purify
adversarial examples before the model training process for
adversarial defense.

@ Adversarial Training (AT): a process that injects adversarial examples
in the training data of a model to make it adversarially robust.

We use Energy based Model(EBM) adversarial purification for defense in
this work.

Yuan Du (University of Central Florida) Adversarial Defense Types of Adversarial Defense



July 28th, 2022

Current Adversarial Defense

Defense evaluation problems: Obfuscated Gradients

e Shattered gradient. Defense evaluation on medical

. . images is inadequate:
@ Stochastic gradient. 'mages 1s 1 au

@ Papers uses attack methods
such as FGSM, BIM, PGD and
no paper uses stronger attacks

e Exploding & Vanishing
Gradients.

Defense Dataset  Distance  Accuracy | i ke EOT y B P DA .
Buckman et al. (2018) CIFAR 0.031 (£) Y
Maetal. (2018) CIFAR 0.031 (£)
@ Treat model was not clearly
Dhillon et al. (2018) CIFAR 0.031 (F) 0% .
Xie et al. (2018) ImageNet 0.031 (£.) 0%= d efl n ed
Song et al. (2018) CIFAR 0.031 (f=) %% .
Samangouei et al. MNIST 0.005 (£2) 55% =%
it @ Attack statement on /,-norm,
Madry et al. (2018) CIFAR 0.031 (b)) 47%
N: 1. (2018 CIFAR 0.015 (¢ 15% H 1
et (018 ) 1% iteration steps, number of
Table 1. Summary of Resalts: Seven of nine defense techniques evaluated images are not clear
accepted at ICLR 2018 cause obfuscated gradients and are vulner-
able to our attacks. Defenses denoted with + propose combining or unavai | a b | e

adversarial training: we report here the defense alone, see §5 for
full numbers. The fundamental principle behind the defense de-
noted with +x has 0% accuracy: in practice, imperfections cause
the theoretically optimal attack to fail, see §5.4.2 for details.

Figure 9: Athalye et al., 2018a

Yuan Du (University of Central Florida) Adversarial Defense Current Adversarial Defense
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Modern Deep EBM

(ESBM (é IXie etal, 20_16) Isa In order to find 6 such that the parametric
A'st_ EI;T\;Ininn dhensflty. ] model pg(x) is a close approximation of the
eep as the form: data distribution g(x). Kullback-Leibler (KL)

divergence was used to measure the closeness
by solving argmin, L(6):
plxif) = 55 (= 0)) (1)
argmin Dki(a(x)llp(x: 6))
where x € RP is an image signal. The _ q (9)
energy U(x;0) is a ConvNet with = argmin Eg[log —]

: 0 Pe
weights 0, a scalar output.
Z is intractable normalizing constant:

2(0) = /X exp[~U(x:0)] dx  (8)

Yuan Du (University of Central Florida) Energy Based Model (EBM) Modern Deep EBM



EBM (J. Xie et al., 2016) is a
Gibbs-Boltzmann density.
A deep EBM has the form:

plxi0) = 575 el =U(xi0)} (7

where x € RP is an image signal. The
energy U(x;0) is a ConvNet with
weights 6, a scalar output.

Z is intractable normalizing constant:

2(0) = /X exp[~U(x:O)]dx  (8)

July 28th, 2022

In order to find @ such that the parametric
model py(x) is a close approximation of the
data distribution g(x). Kullback-Leibler (KL)
divergence was used to measure the closeness
by solving argmin, L(6):

arggnin Dri(q(x)|lp(x; 6))

(9)
= argmin Eg[log i]
0 Py

Main ways to learn probabilistic models:

@ | MLE learning

@ Variational approximation
@ Normalizing flow

Yuan Du (University of Central Florida) Energy Based Model (EBM) Modern Deep EBM
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Maximum Likelihood Estimation

Objective function of MLE learning:

L(0) = Eq[—log p(x; 0)] (10)

The derivative of the loss is:

VL) = FVEU(X:0)]  (11)

where the V log z(#) can be expressed as:

Vlog 2(0) = %vuw)

= %V/exp [~ U(x; 0)] dx

- ﬁ / exp [~ U(x; 0)] V[~ U(x; 0)] dx

= / ﬁ exp [—U(x; 0)]V[-U(x; 0)] dx

:/pQV[fu(x;Q)] dx

= —Ep[VU(x:0)]
(12)

Yuan Du (University of Central Florida) Energy Based Model (EBM)




July 28th, 2022

Objective function of MLE learning: Thus, the gradient used to learn 6 becomes:
L(0) = Eg[—log p(x; 0)] (10) VL(0) = VE[U(X;0)] - VE,[U(X; 0)]
n m
The derivative of the loss is: o1 +. 1 -.
rivativ L N;;WU(Xf ,9)7;§v9u(x,. 0)  (13)

[N —
VL(0) :+VEq[U(X;9)] (11) MCMC sampling

where the V log z(#) can be expressed as:

Vlog 2(0) — %vu(e)

= ﬁvl/exp [=U(x; 0)] dx
= ﬁ /exp [=U(x; 0)]V[-U(x; 0)] dx
:/%exp[—U(X;ﬁ)]V[—U(X;(J)] dx

- /ng[fU(x;Q)] dx

= —Ep[VU(x;0)]
(12)

Yuan Du (University of Central Florida) Energy Based Model (EBM) i Li
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Objective function of MLE learning: Thus, the gradient used to learn 6 becomes:
L(0) = Eg[—log p(x; 0)] (10) VL(0) = VE[U(X;0)] - VE,[U(X; 0)]
n m
The derivative of the loss is: o1 +. 1 -.
rivativ L N;;WU(Xf ,9)7;§v9u(x,. 0)  (13)

[N —
VL) = + VE,[U(X; 0)] (11) MCMC sampling

Gradient-based MCMC and Langivin Dynamics:
where the V log z(#) can be expressed as:

2
XD = x(0) %ku(xw; 0) + eZ, (14)
1
Vliogz(0) = —=VU(0)
2(0) where € is the step size and Zx ~ N(0, /). The Langevin
_ 1 ' T trajectories are initialized from a set of states { X/}, obtained
B z(G)v/ exp[~U(x; )] dx from a certain initialization strategy.

= ﬁ/exp [=U(x; 0)]V[-U(x; 0)] dx
:/%exp[—U(X;ﬁ)]V[—U(X;H)] dx

- /ng[fU(x;Q)] dx

= —Ep[VU(x;0)]
(12)
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Objective function of MLE learning:

L(0) = Eq[—log p(x; 0)] (10)

The derivative of the loss is:
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Thus, the gradient used to learn 6 becomes:
VL(0) = VEG[U(X;0)] — VE,, [U(X;0)]
1¢ 1
~ = Xt0) - = X
. ;veU( o) - ;veU( 70 (13)

MCMC sampling

Gradient-based MCMC and Langivin Dynamics:
2
XD = x(0) %ku(xw; 0) + eZ, (14)

where € is the step size and Zx ~ N(0, /). The Langevin
trajectories are initialized from a set of states { X/}, obtained
from a certain initialization strategy.

Different implementations of the MCMC synthesis step:

© Contrastive Divergence: runs a finite MCMC from data
(Hinton, 2002).

@ Persistent Chain: runs a finite MCMC from the synthesized
data from previous epoch.

@ Cooperative Divergence: runs a finite MCMC from a generator
in tandem with the energy.

@ Non-persistent short-run MCMC: runs a finite MCMC Gaussian
White noise.

Yuan Du (University of Central Florida) Energy Based Model (EBM) i Li
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e Simplicity and Stability: An EBM is the only object that needs to
be trained and designed. Separate networks are not tuned to ensure
balance (for example, unbalanced training can result in posterior
collapse in VAEs or poor performance in GANSs).

Yuan Du (University of Central Florida) ConvEBMDefense Why do we choose EBM for defense?
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e Simplicity and Stability: An EBM is the only object that needs to
be trained and designed. Separate networks are not tuned to ensure
balance (for example, unbalanced training can result in posterior
collapse in VAEs or poor performance in GANSs).

e Sharing of Statistical Strength: Since the EBM is the only trained
object, it requires fewer model parameters than approaches that use
multiple networks. More importantly, the model being concentrated
in a single network allows the training process to develop a shared
set of features as opposed to developing them redundantly in
separate networks.

Yuan Du (University of Central Florida) ConvEBMDefense Why do we choose EBM for defense?
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e Simplicity and Stability: An EBM is the only object that needs to
be trained and designed. Separate networks are not tuned to ensure
balance (for example, unbalanced training can result in posterior
collapse in VAEs or poor performance in GANSs).

e Sharing of Statistical Strength: Since the EBM is the only trained
object, it requires fewer model parameters than approaches that use
multiple networks. More importantly, the model being concentrated
in a single network allows the training process to develop a shared
set of features as opposed to developing them redundantly in
separate networks.

o Adaptive Computation Time: An iterative stochastic optimization
process, which allows for a trade-off between generation quality and
computation time.
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e Simplicity and Stability: An EBM is the only object that needs to
be trained and designed. Separate networks are not tuned to ensure
balance (for example, unbalanced training can result in posterior
collapse in VAEs or poor performance in GANSs).

e Sharing of Statistical Strength: Since the EBM is the only trained
object, it requires fewer model parameters than approaches that use
multiple networks. More importantly, the model being concentrated
in a single network allows the training process to develop a shared
set of features as opposed to developing them redundantly in
separate networks.

o Adaptive Computation Time: An iterative stochastic optimization
process, which allows for a trade-off between generation quality and
computation time.

o Flexibility Of Generation: EBMs directly modeling particular
regions as high or lower energy during the generation process to
avoid unwanted regions of data, especially for discontinuous data
manifolds, unlike VAEs or flow based models.

(Du et al., 2019)

Yuan Du (University of Central Florida) ConvEBMDefense Why do we choose EBM for defense?
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Understanding EOT attack

problem.

Q If T(x) is not differentiable, it will cause exploding or vanishing gradient

VxErolf(T())] = Er[Vaf(T(x))]

«O>» <Fr «=Z>r «E>» = o>

(15) |




Understanding EOT attack

@ If T(x) is not differentiable, it will cause exploding or vanishing gradient
problem.

ViErlf(T(x))] = Er[Vxf(T(x))] (15)J

@ Evaluate stochastic classifiers f(T(x)). Let F(x) = Er¢q[f(T(x))].
Expectation Over Transformation (EOT) to circumvent stochastic gradient
problem that’s caused by random classifier (Athalye et al., 2018a).

Hagy
A 1 , \ -
Fra ()~ =2 (), %o~ T(x) iid (16)
adv h=1

where H,q, is number of EOT attack samples. Typically around 10 to 30.
Small H,q, causes random classification.

Yuan Du (University of Central Florida) ConvEBMDefense Use EOT as Defense
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Convergent EBM Defense

Convergent EBM T(x) and EOT defense. Solve exploding or vanishing gradient
problem for T(x) by change of variable x = h(z) where h(-) is differentiable. With
large enough MCMC sampling steps K, we can remove the adversarial noise in
langevin sampling step.

Stochastic Logits for Stable Classification
12 -

. Stochastic Logits for Unstable Classification

cormect, H=5

2 choice, =5 10
= correct, H =150
2™ choice, i = 150

1 z

3 4 5
logit value ?H{xl,. for class j

=10 -03 o0 03 10 H 1] s

logit value #.-q{adl: for class |

Figure 10: H impact on unstable and stable classification by EOT attack/defense (Hill et al., 2020)

H
2 1 2 2 .
Fu ~ 5 ,?:1 f(Xh), Xp~ T(x)i.id (17)

=} = - -

Yuan Du (University of Central Florida) ConvEBMDefense Use EOT as Defense
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Visualization of ConvEBMDefense Model

X T(x) Forward
U(x; 0)

Convergent EBM

. 7
E. Fo=5> sl
&

Backward
—4,U (X413 6),

Figure 11: Convergent EBM Defense on Medical images

Convergent E8M Defense Accuracy vs. Non-Convergent EBM Defense Accuracy vs.
Langevin Steps (Cifar-10, /.. norm, < = 8/255) Langevin Steps (Cifar-10, /. norm, £ = 8/255) Effect of EOT replicates

Sl — natural accuracy (Cifar-10, I norm, £ = 8/255)
P, 0 1. robustness
s Hu

— Har

accuracy

accuracy

accuracy

— natural accuracy.
. robustness.

Langevin steps K

g bt
EOT replicates H

Figure 12: Convergent EBM vs Non-convergent EBM Figure 1:?: EOT replicates (Hill et al., 2020).
and MCMC steps K (Hill et al., 2020). we experimented on Hyer=64 and 128 on chest-xray

we experimented on K=1000 and 2000 on chest-xray with Hae,=24

Yuan Du (University of Central Florida) ConvEBMDefense Use EOT as Defense
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Dataset and Model Pre-training

We use WideResNet as classifier and have a
binary classification accuracy of 92.5%.

06

Data

accuracy

Figure 15: Accuracy over BPDA4+EQOT24 attack without
defnese
ConvEBM

Chest-xray (D. Kermany et al., 2018)

Train Test

5,232 624

Figure 14: Original images & images Generated

by ConvEBM Table 1: In the training set: 3883 images characterized as depicting pneumonia
(2,538 bacterial and 1,345 viral) and 1,349 normal.

=] F = =

Yuan Du (University of Central Florida) Experiment
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Defense Model Training

We use BPDA + EOT attack, which is known as the strongest adaptive attack for the
defense evaluation:

Hady

Hady
1 L
AEOT+BPDA(X y E Vx,,l— - E f(Xh),y 5 Xh ~ T(X)I.I.d (18)
adv — a v
= h=1
092
091
7 090
s
3
" 0.89
0.88
0.87
o 10 20 30 40 50
attack
baseline SECUre Total images

Figure 16: Number of adversarial attack steps on Chest x-ray,
BPDA + EOT24, K=2000, Hger = 128

Yuan Du (University of Central Florida) Experiment
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Experiment Comparison

BPDA-+EOT?24 attack reduced the robust accuracy to 0.016 without defense.
Our ConvEBMDefense model achieved 86.8% accuracy when bounded by /., distortion with € =
0.031 (8/255) on 320 images, when the attacker has full white-box access.

Dataset Attack Defense Nat Adv € Adv steps Haes K samples
Chest-xray ~ BPDA+EOT24  Ours  0.923(4 0.003)  0.872(+ 0.007)  8/255 3050 64]128 2000 320
Chest-xray BPDA+EOT24 Ours 0.922 0.858 8/255 30 64 1000 320
Chest-xray BPDA Ours 0.917(+ 0.011)  0.871(+ 0.002)  8/255 30 64/128 2000 320
Chest-xray PGD (/) AT 0.925 0.89 8/255 5(25 NA NA NA

Chest-xray14 BIM(/ ) Model” 0.74 0.650 0.3 5 NA NA 200
Chest-xray14 PGD Model? 0.862 0.772 - - NA NA -
Chest-xray14 PGD(/) AT 0.865 0.839 4/255 4 NA NA NAJ-

Table 2: Defense for /., against high-power whitebox attacks on Chest Xray. Our robust accuracy with BPDA + EOT attack is
averaged at 0.868. and the natural accuracy preserved the accuracy of pre-trained WideResNet model. None of the evaluated
model preserved the accuracy of pre attack or had convincing defense accuracy result. Model* (Taghanaki et al., 2019).Mode|2
(L. Chen et al., 2021), and AT (Xu et al., 2021) used chest-xray dataset with 14 diseases (Wang et al., 2017). See discussion.

@ All evaluations are inadequate with lack of attacking steps.

@ The 1st Model used Kernelized manifold mapping to break the local linearity of neural
networks. However, their black-box attack is better than white-box attack, which indicates
gradient shattering. This should be evaluated by BPDA attack (Athalye et al., 2018a).

@ The 2nd Model used pruning and attention layer as a defense method. It's based on random
classifier, which should be evaluated by EOT attack (Athalye et al., 2018a).

@ The 3rd Model reported PGD 4/255 attack accuracy without AT is 0.455 which indicates the
ineffective attack.

Yuan Du (University of Central Florida) Experiment
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@ Develop universal defense on medical diagnostic system on defense
tasks such as Segmentation, Object Detection on any dataset.

@ Improve defense accuracy by improving EBM MCMC sampling.

© Evaluate and improve the most recent diffusion model defense (Nie
et al., 2022) .

Q Use EBM diffusion recovery likelihood model (Gao et al., 2020b) for
defense to improve defense accuracy.
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